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Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.814.
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Rationale





In TR 23.731[1], Key issue 1 is proposed to address enhancement to LCS architecture to provide location service with low latency and high accuracy. This proposal aims to add a new KI for encryption protection of the location and assistance data into TR 33.814[2]. We kindly propose SA3 to agree the following pCR.
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Detailed proposal

*************** Start of First Change ****************
2
References
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*************** End of First Change ****************
*************** Start of Second Change ****************
5
Key issues
5.X
Key Issue #X: Encryption of location and assistance data
5.X.1
Key issue details

The improved performance of location service is expected to provide by 5G systems with support of function flexibility and scalability. Within the 5GS LCS system, the Positioning Calculation Function may be provided by network with assistance data for positioning calculation purpose. This function may involes the procedures that distribute the assistance data from the 5GS Positioning Assistance Data Source Function to Positioning Calculation Functions, and/or retrieve the assistance data from the Positioning Assistance Data Source Function. TR 23.731[x] has proposed several solutions for sending/receiving location and assistance data which exposes UE’s location information. The location and assistance data needs to be encrypted to protect the subscribers’ privacy.
5.X.2
Security threats 

It is expected that location service exposure is supported by 5G system. The assistance and location data from UE or RAN is calculated and transferred to the NF/AF/third parties eventually. If the location data and assistance data is not encrypted, the data could be eavesdropped by attakers. The privacy will be leaked as a result. 
5.X.3
Potential Security requirements

-
The 5G system shall support encryption of location and assistance data.
*************** End of Second Change ****************
